
 

 

 
 
 
 
 
 

 

The Minefield of Researching Employees Online 
June 26, 2008 by Bill Meltzer 

 

An ever-growing percentage of employees have blogs, My Space or Facebook pages. Sometimes these sites 

reveal things that go on behind employers’ backs.  

 

When is it legal for employers to gain access? Unfortunately, there are few clear-cut answers yet. It’s an 

emerging area of employment law that’s likely to become a battleground of litigation. Some experts have 

predicted that guidelines won’t become clear until a case winds up in the U.S. Supreme Court. 

Until then, the federal Fair Credit Reporting Act and the employee privacy laws of your state are your frontline 

guide. 

 

The issue can be divided into two categories: investigating job applicants via Facebook or My Space searches 

and investigating suspected misconduct by current employees. 

 

Different sets of employment law and privacy standards apply to each. Here are some basic rules of thumb you 

can go by to avoid trouble: 

 

Screening job applicants 

A lively presentation at the SHRM conference in Chicago revealed that about half of the HR/benefits managers 

in the packed room at least ocassionally use the internet to screen job applicants. But only one person in the 

room lets applicants know about such searching via a waiver signed by the job applicant. 

While few companies are doing it yet, requiring internet search waivers after conditional offers of employment 

are likely to emerge as a best practice within a few years. 

Regardless of whether you use waivers, there are several issues to keep in mind: 

• Site users have the right to restrict access to their pages (including both written and photographic 

material) via strict privacy settings. Employers attempting to gain access are bound by the sites’ terms of 

use, and using false pretenses to gain access (e.g., creating a false account) is very risky.  

• Even if you gain access without a problem, the site can reveal all sorts things that could compromise 

compliance with existing employment laws — the site user may write or depict things that reveal 

medical conditions, past benefits claim disputes, religious beliefs, and other info courts frown on 

employers considering in hiring decisions.  

• On the flip side, the site can also reveal issues that clearly pertain to hiring decisions, such as bragging 

about sick-time abuse, padding a resume, etc.  

• In some cases, there can be issues about the authenticity of a site or the accuracy of the information. 

This can require further investigation to sort out, potentially creating extra work and hassle with little 

practical gain for an employer.  

 

Bottom line: If you use the internet for applicant screening, you may discover a little too much information 

about an applicant. Generally, you can only use info that pertains specifically to predicting someone’s job 

performance. 



 

 

 

Company computers are company property 

What about when the investigations involve alleged bad behavior by an employee and/or their co-workers. 

Young employees especially live much of their lives on the internet, and frequently interact with co-workers (on 

and off the job) via social networking sites. 

 

In many cases, employees post this information from computers at work. This creates a legal landmine for what 

employers can and can’t do to gain access and potentially use information about conduct that’s detrimental to 

the company. 

 

In general, courts have ruled that employees do not have an expectation of privacy when they use company 

computers. Many firms have workers sign an internet use policy that acknowledges the company may monitor 

workplace internet use. 

 

But that doesn’t mean there are no limits to employer use or investigation methods. For example, an employer 

can’t demand an employee reveal his or her password to a social networking site in order to look at the 

embarassing party photos a supervisor overheard two employees talking about in the break room. 

 

What about if an employee badmouths his or her employer on a page? This raises a host of complicated issues 

of intended access (i.e., ease of access to people outside the employee’s network), confidentiality of “inside” 

information and potential harm to a company. In such cases, it’s best to consult an attorney before taking action.  

 

Blogs vs. social networking sites 

For legal purposes, there’s a difference between what an employee writes on a blog and on a social networking 

site. 

 

According to the SHRM presentation, blogs are more often fair game for employers because the information on 

a blog is intended to be read by anyone. By their nature, blogs make information public. On the flip side, social 

networking sites are generally designed to be seen only by friends and colleagues whom the user approves to 

see it. 

 

http://www.hrbenefitsalert.com/when-employees-computers-reveals-bad-behavior/  
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